Understanding the Value of Managed
Unified Threat Management Solutions

Executive Summary
Security threats are becoming increasingly sophisticated and
destructive, and continue to disrupt businesses of all sizes and
industries (see Exhibit 1). Businesses have to stay on top of the
latest network, application and security technology while
balancing the needs of the business and customers—a difficult
task for most to accomplish alone.
With an abundance of security point solutions required to support
a

complete

corporate

security

environment,

managing,

maintaining and integrating these solutions can be too complex
for a business to handle internally. Businesses of all sizes and
across all vertical markets continue to experience business
disruptions as a direct result of security breaches. Whether these
incidents affect a single business unit or an entire corporate
organization, the damage can still be catastrophic to a company.
Lost revenue, a tarnished brand and customer dissatisfaction are
a few of the risks businesses can’t afford to ignore.
Corporations are aggressively turning to managed security
service providers (MSSPs). The challenge is to create the
multiple security layers necessary to secure the corporation
effectively. To secure the network perimeter and the content
coming into and out of the business, many corporations are
looking to MSSPs for managed unified threat management
solutions as a way to achieve a comprehensive and costeffective security solution.

Managed Security Services
As security threats continue to evolve and become more
sophisticated, businesses find themselves in a fierce battle
against security breaches. Managed security services
provide businesses with an alternative to carrying the
security burden themselves. And these services give them
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Managed security services provide many businesses with an
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intrusion prevention systems (IPSs), among others, but it
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must make them interoperate, maintain patches and
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updates, and monitor these solutions. The costs associated

applications and regulations—each of which influences their
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multiple unified threat management appliances can be

addition, selecting a managed security services option does

overwhelming and unachievable for many businesses. In

not mean that a company has to outsource all security

addition, managing a security environment composed of

functions. Many businesses outsource just a handful of

point solutions can be challenging to manage, maintain and
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keep up to date. Given the complexities of securing your
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integration and linking of these three critical areas of
corporate security into one complete solution.

Why Businesses Need Unified Threat Management
Because of the increased sophistication and impact of
corporate networks and the security threats the networks
face, standalone security products are not effective. To have
a complete, end-to-end security solution, multiple security
features need to be integrated into a unified security
architecture. In this Report, we focus on those security
features that make up unified threat management (UTM).
UTM is pulling together network security—including firewalls,
with anti-virus and antispyware, intrusion prevention and
content filtering—into a comprehensive and dynamic threat
prevention solution.

In addition to the specific technical features and functionality,
a managed unified threat management solution also should
provide a business with automatic updates to firmware
signatures. Reporting functionality also is a critical piece to a

Understanding Managed UTM Offerings

managed solution because it not only enables a business to

Ease and flexibility are advantages of adopting a managed

see exactly what benefits its service provider is providing,

security services approach to unified threat management.

but also can be used for internal administration, operations

Service providers can deploy a few specific pieces of a

and

threat management solution, such as attack mitigation or

services, businesses can easily integrate the managed

anti-virus all the way up to a complete dynamic threat
prevention solution based on a business’ needs, priorities
and budget. UTM solutions offer a comprehensive security
solution in that they address both content and network
solutions. Corporate security managers don’t want to deploy,
maintain and pay for separate anti-virus, anti-spyware and
firewall solutions to enforce security policies. These
separate solutions are an effective threat mitigation
approach, but a unified solution will provide an increased
level of threat protection to a business, particularly as
threats

evolve.
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organization—with clear handoffs and input into other
corporate security polices and processes completing a
company-wide,

in-depth

security

architecture.

Most

businesses today can’t operate without the internet and
corporate network infrastructure. But the more a corporation
relies on technology to conduct business, the more it
becomes open to various threats against that business.
These threats will not go away—if anything, they will get
more complex and damaging. Security solutions that are
integrated

and

designed

or

approached

from

a

comprehensive point of view offer a business a higher level

multipurpose security solutions and seek a more tightly

of protection than a series of individual point solutions.

integrated threat mitigation solution.

In addition, UTM solutions provide an increased level of
protection without a serious impact on network or application
performance. This approach enables businesses to maintain
a high level of productivity without affecting the security of
the business and opening it up to threats or compliance
issues.

Conclusions and Recommendations
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Businesses should realize that they have options when it
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environments. By adopting managed security services,

Just because you’ve decided to outsource a portion of your

including managed unified threat management, businesses

security architecture doesn’t mean you can ignore it. Utilize

can enhance their security capabilities and expertise flexibly

the portals, reporting and other functionality that many

and scalably.

service providers offer their customers to understand not just

Managing security solutions in-house can be expensive,

how your security solution is performing, but how the

complicated and challenging because of the complexity of

provider itself is performing.

business networks and the number of point solutions
required to secure the corporate environment. Managed
security services provide businesses with a way to extend
their IT staff with the expertise and effectiveness they need
to secure their business.
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Evaluate the real differences between managed security

