
Log Retention Service  

 

Log Retention Service is a managed security offering that will enable 

you to preserve 100 percent of logs on your network to satisfy data 

retention requirements for a wide range of compliance mandates. 

Utilizing Splunk's universal indexing capabilities, BESECURE’s 

Managed Log Retention customers will be able to collect, index and 

secure all security data from any application, server or device, such 

as firewalls, routers, computer servers, network intrusion prevention 

and detection systems, databases, etc. while keeping them secure 

and always available within BesecureCloud, an ISO27001 resilient 

and secure datacenter infrastructure platform. 

 

BESECURE’s log management solution powered by Splunk provides a 

fully-indexed, searchable repository of all log activity from any 

device on the network, provides customers better visibility and 

control through rich reports and dashboards and enables thorough 

security response with real-time search.  BESECURE custom made 

Network Security & Window Security Dashboards provide advanced 

investigation, searching, reporting and event correlation features to 

encounter emerging Advanced Persistent Threats (APTs) 

 

 Service Highlights 
 Collect and archive the raw logs in such a way that they are 

tamper-proof  and  forensic  quality,  thus  meeting  PCI  DSS,  

SOX and other compliance requirements 

 Highly efficient & resilient log storage powered by 

BesecureCloud Platform 

 Powerful compliance reporting and log search capabilities  

 BESECURE custom forensics analysis minded security 

dashboards provide advanced investigation, searching, 

reporting and event correlation features to encounter 

emerging Advanced Persistent Threats (APTs) 

 Zero cost implementation, management or maintenance 

overhead 
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Service Benefits 
BESECURE Log Retention Service offers customers unique benefits, including the following features and 

value: 
 Satisfies log retention requirements for PCI DSS, SOX and other regulations 
 Provides on-demand access to all log data  
 Supports security and network troubleshooting  
 Maintains forensically sound log data for investigation and court proceedings  
 No management or maintenance overhead  
 Integrates seamlessly with other services for total security and compliance solutions 

 

Service Infrastructure 
The BesecureCloud Platform, hosted in a ISO27001 certified Fujitsu-owned Tier-3 UK Data Centre (the 

only one outside of the USA certified “Gold” by the Uptime Institute), is built using the latest enterprise 

technologies to ensure no single point of failure. In case of server fault, a new instance will restart on 

another  server.  Data  is  stored  on  RAID  5  protected  storage,  with  further  protection  provided  using  

mirroring between storage cabinets. The Internet Connection is fully redundant, with a switchover time 

for equipment failure often less than one minute.  

 
 
About BESECURE 
BESECURE, one of the most trusted Governance Risk and Compliance solutions and services Providers, 
provides Compliance Services based on legal and regulatory requirements, designs and implements 
advanced IT security solutions, delivers information Security Training Seminars, provides Managed 
Security services, performs Penetration Tests and Vulnerability Assessments covering all phases of the 
life cycle of information security. BESECURE applies a certified Quality Management System according 
to ISO 9001:2008 and a certified Information Security Management System according to ISO 27001 
  

 

 

 


